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Comodo DLP
Protecting sensitive and confidential data—in motion, in use and at 
rest
SAs small and mid-sized businesses embrace the opportunities of the cloud and Internet they must 
also address the cybersecurity risks inherent in digital transformation. Cloud-based applications and 
other Internet-based services open up channels of communication to and from the corporate network 
that make businesses vulnerable to the loss of sensitive and confidential data including personally 
identifiable information (PII), credit card information, protected health information (PHI) and intellectual 
property. 

Data breaches have many origins—and costs 
Sensitive data can be leaked through the actions of malicious attackers—both insiders and outsiders— 
but it can also can be unwittingly leaked by well-intentioned insiders who are unaware of—or work 
around—established security policies. The starting point for many data exposures is the everyday 
behavior of employees, contractors and partners as they do their work. The costs of a breach are 
significant—whether sensitive data is lost at the hands of a determined attacker stealing SSNs or a 
well-meaning employee who leaves a company laptop with unencrypted data on the train. The costs—
in some ways incalculable—are measured in the loss of customer and partner trust, damage to a 
company’s brand and, in some cases, regulatory fines. 

Preventing data loss and sustaining trust
For small and mid-sized businesses without the dedicated IT and security resources of larger 
enterprises, Comodo Cybersecurity offers Comodo Data Loss Prevention.  A 100% cloud-delivered 
service, Comodo DLP protects businesses against the exposure of sensitive data, helping companies 
meet regulatory requirements and foster customer trust—all without any IT footprint or security staff.

Features
Comodo DLP provides enterprise-class data loss prevention to small and mid-sized businesses through 
a comprehensive set of features:

At-a-glance 
•	 Protection of sensitive data 

whether it is in motion, in 
use or at rest

•	 Enterprise-class data loss 
prevention for small to mid-
sized business—without any 
IT footprint or security staff

•	 Intuitive policy design with 
pre-written policies for PCI-
DSS and HIPAA compliance

•	 Granular policy 
enforcement coupled with 
comprehensive reporting 
capabilities

Protection of data in motion

Monitor and control the movement of data in motion via outbound email and web traffic.

Protection of data in use

Monitor and control the movement of data in use via clipboard, network share, printer and 
screenshot. 

Protection of data at rest

Monitor and control data stored at rest through discovery of data stored on all endpoints, 
databases and file servers.

Granular policy management and enforcement

Through an intuitive policy design interface establish granular data protection policies that 

1



Data Loss Prevention
Solution Brief

© 2018 ALL RIGHTS RESERVED. COMODO SECURITY SOLUTIONS, INC. VISIT COMODO.COM

Visit cdome.comodo.com for more information and contact		

at to schedule a product demo with an engineer.

meet the specific needs of your business. Configure policy-based actions—including pass, log, 
archive, quarantine, delete—to prevent the loss of sensitive data.

Compliance management

Ensure compliance with applicable data protection regulations such as PCI-DSS and HIPAA 
with pre-written policies and granular policy management. 

Reporting 

Create activity reports to gain insight into the effectiveness of data protection policies over 
time and to demonstrate compliance with applicable regulatory requirements.
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United Kingdom

Email : sales@comodo.com

About Comodo

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative 
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo 
Cybersecurity platform enables customers to protect their systems and data against even military-grade 
threats, including zero-day attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year 
history of protecting the most sensitive data for both businesses and consumers globally.

For additional information on Comodo Cybersecurity visit  www.comodo.com
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